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HOPMATUBHbIE A0KYMEHTDI,
YCTAHABANUBAILIUE
MERAHU3MbI 3AWUTDI

[IEPCOHANBHBIR AAHHbIA
B UHMOPMAUUOHHBIR CUCTEMAH
U KOMIbHITEPHbIR CETAR

PepepanbHbiii 3aKoH ot 27.07.2006 N2 152-03
«O0 nepcoHanbHbIX AAHHbIX»

OCHOBHbIM HOPMATMBHbIM OOKYMEHTOM, ONpPeaenqaomM nopsaoK
paboTbl C NepCOHANbHbIMWU AAHHBIMM B MHDOPMALIMOHHbIX CUCTEMAX
M KOMMblOTEPHbIX ceTax saBnsetrca @enepanbHblid  3aKOH  OT
27.07.2006 N2 152-®3 «O nepcoHanbHbIX AaHHbIX». COrMAcHO CT.3
3TOr0 3aKOHA «MNepcoHanbHble [AaHHble - nwbas MHbopMaums,
OTHOCALLANACS K MNpSMO WM  KOCBEHHO ONpeaeneHHOMY UK
onpegnenseMmoMy @uamnyeckoMy nmuy (CybbekTy nepCcoHanbHbIX
LAHHbIX)».

KaTteropum nepcoHanbHbIX AaHHbIX

CornacHo 152 ®3 Bce nepcoHanbHble AaHHbIE NOAPA3AENSTCS Ha
TPpU KaTeropumm:

O6wMme nepcoHanbHble AaHHble: PaMUINS, UMS OTYECTBO, AaTa
M MECTO pOXAEHWS, NacnopTHble AaHHble (HOMepa, OaTbl W
MecTa BbldayM [OOKYMEHTOB, YAOCTOBEPSIOWMX JINYHOCTb,

B Tu4. CHWJC), pomawHum appec, Homepa TenedoHOB,
cBeaeHmsa o6 ob6pasoBaHuM. B HacToswee Bpemsi OYeHb
MHOIMe CepBMUCbI NPMBS3aHbI K HOMEPY MOBUAbHOIO TenedoHa,
MO3TOMY OH TOXE OTHOCMTCS K MEPCOHANbHbIM AAHHbIM.




buomeTpuueckmue gaHHble: MHOOPMaALUSA O HGU3NOIOTMYECKUX
N Bruonormyecknx ocobeHHocTax yenoseka. Crates 11 152 @3
onpegensetr wux «CBeaeHMs, KOTOpble  XapaKTepU3YHOT
dusmonormyeckne n buonornyeckme ocobeHHOCTU YenoBeka,
Ha OCHOBAHMM KOTOPbIX MOXXHO YCTAaHOBUTb €ro JIMMHOCTbY.
Crporo rosops, K OWMOMETPUYECKMM [OAHHbIM OTHOCMUTCS
MHPOPMALMA O POCTE M BeCe YYaLLMXCS, HO CKOpee BCero,
06paboTka 3ToM WMHPOpPMaAUMM OObIYHBIM MeaarorMyeckuMm
paboTHMKOM He ocyuwecTengeTcs. K 6MoMeTpnyecknm aHHbIM
TaKXxe OTHOCATCS doTorpaguyeckme n306paxkeHus,
MO  KOTOpbIM  MOXHO  onpegenuTb  BuoMeTpuyeckume
napaMeTpbl KOHKPETHOro 4enoBeka. 3TO (POTOCHMMKKM NuL

aHdac, COOTBETCTBYIOLLMNE no MHPOPMATUBHOCTH
doTorpa@umsam Ha OOKYMeHTaX, YAOCTOBEPSIOLWMX NUYHOCTD.

CneumanbHble KaTeropuu NEepCOHaNbHbIX  AAHHbIX:
MHPOPMaUMa O pPacoBOM, HALMOHANBLHOM MPUHAONEXHOCTH,
NONUTUYECKMX B3MNAOAX, PEAUTMO3HLIX MAM HUNOCODCKMX
ybexaeHnax, COCTOSISHUM  300pPOBbS, MHTUMHOM  XXWU3HMU.
[lepcoHanbHble AaHHble CMEeLUManbHbIX KaTeErOpM HE OOMKHbI
obpabaTbiBaTbC B MHGOPMALUMOHHbLIX CUCTEMAX, KpOMe
cneumanbHO onpenensieMbix 3aKOHOM C/yYaeB.

O6paboTKa nepCcoHaNbHbIX AAHHbIX

CornacHo ct.3 152 @3 o6paboTka nepcoHanbHbIX AAHHbIX - 0OOE
LencTBMe (onepaums) WM COBOKYMHOCTb [OEeNCTBUMM  (Onepauumm),
COBEpPLUAEMbIX C UCMONb30BAHMEM CpPeaCTB aBTOMaTU3auMu unun 6es
MCMNONb30BaHUS TaKMX CPEeACTB C NEPCOHANbHbIMU AaHHbIMU, BKKOYAA
cbop, 3anucb, CMCTEMATM3ALMIO, HAKOMNEHME, XPAaHEHME, YTOUHEHME
(0bHOBNEHME, M3MEHEHME), U3BIEYEHUEe, UCNOb30BaHMe, nepenady
(pacnpocTpaHeHue, npenocTaBneHue, poctyn), obesnnunBaHue,
6/10KMpOBaHMeE, yaaneHne, YHUUTOXKEHME NepCOHasbHbIX AAHHbIX. TeM



caMbiM ntoboe OencTBMe C NepCcoHaNbHbIMM OAHHbIMU SBASETCS MX
06paboTKOM M perynnpyeTcs 3aKOHOM.

OgHnM 13 BUMOOB 06pPabOTKM AAHHbIX SBASETCS pacnpocTpaHeHue
MepcoHanbHbIX paHHbIX. Ero perynupyer cratbs 10.1 3akoHa
«0 nepcoHanbHbIX AaHHbIXx». OHa BBeaeHa PenepanbHbIM 3aKOHOM
o1 30.12.2020 N 519-®3. OcHoBHOEe TpeboBaHMe 3TOMN CTaTbM — 3TO
T0, u4to «Cornacme Ha 06paboTKy MepCOHaNbHbIX [OAHHBIX,
pa3peleHHbIX  CybbeKTOM  MepCOoHanbHbIX  AAHHbIX A1
pacnpocTpaHeHns, OQOpPMASEeTCS OTAENbHO OT MHbIX COMaCUi
CcybbeKkTa NepcoHanbHbIX AaHHbIX HA 06paboTKy ero NnepcoHanbHbIX
AaHHbIX. Onepatop 06s3aH obecneyntb CyObLEKTY MEpPCOHANbHbIX
OAHHbIX BO3MOXHOCTb OMNpefenntb nepeyeHb MNepCOHaNbHbIX
AAHHbIX MO KAXA0M KaTeropum nepcoHanbHbIX AaHHbIX, YKa3aHHOM B
cornacum Ha 06paboTKy MepCoHaNbHbIX AAHHbIX, pa3peLlleHHbIX
CyObEKTOM NEepPCOHasbHbIX AAHHbIX AN PACNPOCTPAHEHUS».,

Tak  kKak  y4yawmecs  obuweobpa3oBaTeNbHbIX  OpraHU3auumi
B NogasnstowemM 60NbLUMHCTBE SABASKOTCS HECOBEPLUEHHONETHUMM,
cornacme Ha 06paboTKy MX NEepCOHANbHbIX OAHHbIX OAETCA UX
poauMTenamMum  (3aKOHHbIMW  MpeacTaBuTensaMu). ITO  cornacue
obopmngeTcs Npu 3a4MCNeHuM ydawerocs B 06pa3oBaTenbHyH
OPraHM3auMi0 U YCTAaHABAMBAET KOHKPETHblE OrpaHMYEHUs 3TOM
06paboTkM, B YACTHOCTM OFPaAHUYEHMS HA PACNPOCTPAHEHUEe
MepCcoHanbHbIX  AaHHbIX. [leparorn  obweobpa3oBaTenbHbIX
OpraHM3auMi  [O/MKHbI  XOpOWO  NpeacTtaBnsTb TO, Kakue
pa3pelweHns Ha 06paboTKy AaHHbIX OMOPMAAKOTCA NpU MNpueme
netern Ha obyvyeHune, paBHO Kak M MOHMMATb, YTO 3TU pa3peLleHuns B
ntoboin MOMeHT MOryT BbiTb OTO3BaHbI, YTO NOTpebyeT HeMealeHHoe
npekpalleHne o6paboTKM NepCOHaNbHbIX OAHHbIX.




TpaHcrpaHMyHasa nepepaya BAHHbIX

CornacHo ct.3 152 ®3 TpaHcrpaHMyHasa nepeaaya NepcoHasbHbIX
AAHHBIX - 3TO «Mepefaya NepcoHaNbHbIX OAHHbLIX HA TEPPUTOPUIO
MHOCTPAHHOIO  rocydapCTtBa  OpraHy BAACTM  MHOCTPAHHOIO
rocygapcrea, MHOCTPAHHOMY GU3NYECKOMY INLY MW MHOCTPAHHOMY
topuaMYecKomy nuuy». B ceasu C TEM, YTO B BUPTYalbHOM MUpE
rocygapCTBeHHble rPaHuULbl MPOBECTU TPYAHO, HAAO MOHMMATb, YTO
XpaHeHMe [aHHbIX Ha cepBepax WMHAOOPMALMOHHBIX CEPBUCOB,
Haxogdawmxca 3a npegenamm Poccuinckon Depepaunu, SBASIETCS
TpaHCrpaHuyHon nepepaven. Cratbs 12 152 @®3 B pen.
PenepanbHoro 3akoHa ot 25.07.2011 N 261-®3 tpebyeT B 06WEM
cnyyae  odopMAeHUs  cneumanbHOro  cornacmua  cybbekTa
MepcoHanbHbIX OaHHbIX (poauTenen, 3aKOHHbIX npencraBuTenen
yyalierocs).

MPepepanbHbii 3aKoH "06 MHdDOpMaLum,
MH(POPMALMOHHDbIX TEXHONIOMUAX U O 3aLluuTe
nHpopmaumum”

IpyrMmMm BaXXHbIM HOPMATMBHbLIM AOKYMEHTOM B 06/1aCTU OXpaHbl
MepCoHanbHbIX  OaHHbIX  gBnsetcs  @DenepanbHblii  3aKOH
"06 mHbopMaumn, MHOOPMALMOHHBIX TEXHOMNOMMAX M O 3aluuUTe
nHbopmaumm” o1 27.07.2006 N 149-®3. OH onpenensieT 06wmm
nopsaook  QYHKLMOHMPOBAHMS MHPOPMALMOHHBIX  CUCTEM
B Poccurickon ®epepaumm U, B YAaCTHOCTKU, NOPSAOK nybnmkaumm
MaTepuanoB B CeTUM MHTepHeT. JTOT 3aKOH COOEepXWUT CTaTbio 7
«ObwenoctynHas uWHPoOpMaumsi», B KOTOPOM, B YaCTHOCTH,
rogoputca, 4Yto  «Ob6wenocTynHas MHpOpMaLUs MOXeT
MCNONb30BaTbCA NOOLBIMM  NMUAMKM MO UX  YCMOTPEHUID NpU
cobnogeHnm YCTAHOB/IEHHbIX denepasnbHbIMU 3aKOHaMMU
OrpaHMyeHunI B OTHOLUEHUU pacnpoCTpaHeHUs  TaKoM
MHPopMauum». [lpUMeHUTeNbHO K  NEepCOHasIbHbIM  AAHHbLIM
obyyarowmxca 3Ta HopMma npepcrtasnsetr cobow TpeboBaHue
NoayyeHmMa cornacms Ha nybamMkauuil NepCcoHanbHbIX OAHHbIX
OT CyObeKTOB [AaHHbIX (COBEPLUEHHONETHMX OOYyYaKLWUXCa MU
poauTenen/3akoHHbIX NpeacTaBuTene HeCoBepLLIEHHONETHMX).



06€CNEYEHUE 3AWUTDI
[IEPCOHANBHBIR AAHHbIA

0654AHOWURCA B YCAOBUAR
UHPOPMAUUOHHOU OTKPBLITOCTU
06PA30BATESbHbIA OPrAHU3AUUL

O6paboTKa nepCcoHaNbHbIX AAHHbIX 0GyYalOLLMXCS
B 00pa3oBaTesibHOM OpraHu3auum

B ob6uweobpa3oBaTenbHOM oOpraHM3auMm MNpu  OCYWECTBIEHUU
obpa3oBaTenbHOM AesATeNbHOCTM MNOBCeAHEBHO 06pabaTbiBatoTCA
NMepCcoHanbHble OAaHHbIE 00YYAKLWMXCSA, OTHOCSAWMECS K PA3NTNYHbIM
KaTeropmsam AaHHbIX. DT NepCOHaNbHblE JAHHbIE BK/KOYAIOT:

e Obwme nepcoHanbHble AaHHble 00YyYaOLWMXCS, B T.4. MACNOPTHbIE
LAHHbIE M OaHHble O MeCTe MPOXMBAHUS, AOCTYMHbIE WNPOKOMY
Kpyry paboTHMKoB 06L,eo0bpa3oBaTe/ibHOM OpraHM3aumm.

e [aHHble 06 ycneBaemMoCTH, TEKYLIMX M WTOFOBbIX OLEHKAX,
MPOXOXAEHUMU y4eOHOro naaHa.

e (@otorpadmmn  obOy4valOLWMXCS, NO3BONSIOLIME  YCTAHOBMUTD
MX TMYHOCTb (OTHOCATCS K BUOMETPUYECKMM OAHHBIM).

e [laHHble O 340poBbe (MeAMUMHCKAs KapTa, KapTa MPUBUBOK) —
OTHOCATCA K CNeumanbHOM KaTeropum nepCcoHanbHbIX AAHHbIX,
LOMKHbI 06pabaTbiBaTbCA OTAENBHO JIMLOM, MMEKLWUM A0MNyCcK
K  MeOWUMHCKOM  [OKYMeHTauuu  (BpavyoMm,  MepncecTpow,
MeoperncTpaTtopom).

e B onpeneneHHbIx cnyvagax poouTenu (3aKOHHble NpencTaBUTeNn)
obyyatoLLerocs npencTaBngaoT B 06pasoBaTenibHYHO OpraHM3aLmio
LLOKYMEHTBI, cogepxatume cBefeHus, HeobxoamMmble



AN NpefoCTaBfieHUs y4yalemycsl rapaHTMi UM KOMMEeHCauui,
YCTAQHOBNEHHbIX AENCTBYHOLWMM 3aKOHOAATENbCTBOM: OOKYMEHThI
0 COCTaBe CeMbM; AOKYMEHTbI O COCTOSAHUM 30,0POBbS; LOKYMEHTDI,
noaTBEpXOAlOWMe nNpaBO Ha  AOMNOMHUTENbHbIE  FAPAHTUM
7 KOMMeHCcaumu no onpeneneHHbIM OCHOBAHMUSM,
NpeayCMOTPeHHbIM 3aKOHOOATEeNbCTBOM. BcCe 3TM  [OOKYMEHTH
AONIKHbl  OblTb KaTeropupoBaHbl B cooTeBeTcTBMM C 152 @3
M OOCTYN K HUM OOMKEH ObITb OrpaHNUYEH KOHKPETHbIM NepeYHeEM
COTpYAHUKOB 06pa3oBaTeNibHOM OpraHM3aLmm.

065s3aHHOCTU paOOTHUKOB B OTHOLUEHUMU
NepCcoHaNbHbIX AAHHbIX YYaLLMXCA

PaboTHMKK, UMeroLLMe AOCTYN K NepCOHaNbHbIM AAHHbIM
yyalerocsi, 06s3aHbl:

1. He coobuwaTb nepcoHanbHble AaHHblE 06yYatoLerocs
TpeTbeil CTOPOHE 63 NMUCbMEHHOMO COrNacKs 04HOro
M3 poauTenen (3aKOHHOro NpeacTaBuTensl), KPOMe
C/yYyaeB, KOrAa B COOTBETCTBMM C eaepanbHbIMu
3aKOHaMM TaKoro cornacus He Tpebyertcs.

2. Mcnonb30BaTb NepcoHanbHble AaHHble oby4atoLerocs,
MOJIy4YEHHbIE TO/IbKO OT HEro IMYHO UAU C MUCbMEHHOIO
COracmMa OAHOro U3 poauTenen (3aKOHHOro
npencrasuTens).

3. 06ecneynTb 3aLUTY NEepPCOHasbHbIX AAHHbIX
oby4yatoLerocs ot MX HeNpPaBOMEPHOIO UCMOJIb30BAHMS
WX YTpaThbl, B NOpsaKe, yCTAaHOB/EHHOM
3aKoHoOaTenbCcTBOM Poccuinckon Pepepaumn.

4. O3HAaKOMUTb poamMTeNnst UM 3aKOHHOIo NpeacTaBUTeNs
C MX NpaBaMn 1 0653aHHOCTSIMU B 061aCTU 3aLUMTDI
MepCOHaNbHbIX AAHHbIX, MO POCMMUCSH.




5. Cobntopgatb TpeboBaHne KOHOUAEHLMANBHOCTH
MepCOHaNbHbIX AAHHbIX YYaLLErocs.

6. cknoyatb MAM MCNPaBNaTb MO MMCbMEHHOMY
TpeboBaHWMIO OAHOMO M3 poauTenen (3aKOHHOTIo
npeacTaBmTens) oby4varoLLerocs ero Hea0CTOBEPHbIE WK
HEMOHbIE NePCOHA/NbHbIE AAHHbIE, @ TAKXKE OAHHbIE,
06paboTaHHbIE C HapylweHneM TpeboBaHNUM
3aKOHOOATENbCTBA.

/. OrpaHn4mMBaTh NEPCOHANbHbIE AAHHbIE YYaLLEerocs
npu nepegayve ynoaHOMOYEHHbIM paboTHMKaM
MPaBOOXPAHUTENbHbBIX OPraHOB MAM paboTHMKAM OpPraHoB
yrnpasneHus 0bpasoBaHUEM TOMbKO TOM MHPOPMaLMEN,
KoTopasi HeobxoamMMa Ans BbINOSHEHMS YKa3aHHbIMM
NMUAMU UX QYHKUMNA.

8. ObecneunTb COBEpPLUEHHONETHEMY 0OYyYatoLWweMycs
WIn OAHOMY U3 poauTenen (3aKoOHHOMY NpeacTaBuTesto)
HeCcoBepLEeHHOIETHEro yyalerocs cBo60aHbIM AOCTynN
K MepCOHaNbHbIM AAHHbIM 0By4YatoLerocs, BKA4Yas Npaso
Ha nosy4yeHune Konui nboK 3anucu, cogepallen
MepCoHasNbHble AAHHbIE,

.[penocTtaBuTb N0 TpeOOBAHMIO OAHOIO U3 poaUTENEN
(3aKOHHOrO NpeacTaBUTeNs) y4aLerocs noJHyo
MHPOPMALIMIO O €ro NepPCOHaNbHbIX AAHHbIX
n 06paboTke 3TMX AaHHbIX B 06pa3oBaTe/bHOM
OopraHu3aumm.




My6nunkauma nepcoHanbHbIX AAHHbIX
B ceTu NHTepHeT

B cootBeTCcTBMM CO cTaTbel 21 DepepanbHOro 3akoHa ot 29.12.2012
N 273-0®3 (B pepakummn ot 30.04.2021) "O6 ob6bpaszoBaHun B
Poccuiickon  Pepepaumn’  «obpasoBaTenibHble  OpraHu3auuu
GOpMUPYIOT  OTKPbITblE M 00LWe[oCTyNHble  WMH(OPMALMOHHbIE
pecypchl, copgepxawme WHbOpMauMio 006 UX [esATenbHOCTU, U
obecneunBaldT OOCTYNM K TakMM  pecypcaM MOCPeacTBOM
pasMeleHns ux B WMHOOPMALMOHHO-TENEKOMMYHUKALMOHHbIX
ceTax, B TOM u4ucne Ha oduuuanbHOM cante obpas3oBaTefibHOM
opraHusaumm B cetn "UHTepHeT " ». OaHAKO, yKa3aHHas CTaTbsl 3aKOHA
«06 o06pasoBaHWKU», YCTaHABAMBAs 00s3aTeNbHbIM MNepeyYeHb
pa3MellaeMon obpasoBaTenbHOW OpraHusaumen MHbopMauuu, He
npegnonaraer nybaMkaumMnm B CETM  MNEPCOHANbHbIX  AAHHbIX
obyyatowmxcqa (B OTAMYME  OT  MNEepPCOHaNbHbIX  OAHHbIX
negarorMyeckuMx COTPYAHMKOB M PYKOBOACTBA 00Opa3oBaTeslbHOM
opraHusaumu). [losToMy HeponyctMma nybnaukaumMsa B CeTU B
OTKPbITOM A0CTyne Nt00bIX CMUCKOB (K1ACCOB, rPYMM, NPUrAaWeHHbIX
Ha Meponpusitue WIn cobecenoBaHue, MNPUHATBIX
Ha obyyeHue u T.n.). NogobHoe MHPOpMMpPOBaAHME MOXKeT ObiTb
ocylectsneHo nMbo nocpencTBOM 3NEKTPOHHOM MNoYTbl, 1MbO ¢




MCMONIb30BAHUEM 3aKPbITbIX MHGMOPMALIMOHHbBIX CUCTEM, MPEX.E
BCEro 3/1eKTPOHHOIO XypHana/aHeBHMKA.

Jlobas  wkona  ropauTcs  ycnexamum  CBOMX  YYEHMKOB
M C YAOBOMbCTBMEM pacckasbiBaeT O nobenax LWKOJbHUKOB
Ha  ONMMNMagax, CroOpPTUBHbLIX  COPEBHOBAHUAX, KOHKYypCax
M CMOTpax. TeM He MeHee, B COOTBETCTBMU C 3aKOHOAATENbCTBOM
0 3aLMTe NepPCOHaNbHbIX AAaHHbIX, Takas MHGOPpMaALMA, COAepXKaLLas
NepcoHanbHble  AaHHble, [O/MKHA  NybAMKOBATbCS  TONbKO
C MUCbMEHHOrO corfacusa cybbekTa MNepCoOHanbHbIX AaHHbIX (B
cnyyae HeCOBepLUEHHO/IETHETO obyyatoerocs -
poauTens/3akoHHoro npepcrasutens). B cayvae nybnaukaumm
buomeTpmueckon @otorpadmmn, 3TO AOMKHO ObITb CneymanbHO
OTPaXeHOo B corniacuu. B cnyyae oT3biBa cornacus Ha nybamMkaumio
CO CTOPOHbI CyObeKTa NePCOHANbHbIX AAHHbIX, UHDOPMALMS AOMKHA
ObITb HEMeONeHHO yaaneHa ¢ 0bwenocTynHOro MHGOPMaLMOHHOTO
pecypca. B cnyyae oTcyTcTBMSA cornacus CybbekTa nepCcoHasbHbIX
AAHHbIX Ha nybnuvkaumio, obpasoBaTeNibHAsg OpraHM3aums MOXeT
onyb6anKoBaTb 006€31MYeHHY0 MHbOpPMaUMIo, HanpuMmep YyKasaTb
TO/IbKO JIMYHOE WMM$S y4yalerocs U onybsnKoBaTb KONNEKTUBHOE
doTo nobeamBLier KOMaHAbl 6€3 yKa3zaHMS OTAENbHbIX Y4aCTHUKOB.

Takxke ponyctuma nybnvkaumsa Ha cavte 6e3 nonyyeHus cornacus
poautenen (3aKOHHbIX npencraBuTenemn) obyuatomxca
penoptaxHbix dotorpadpuii  obuwero nnaHa, 06e3 ykKasaHuq
MepCoHaNbHbIX AHHbIX YUYaLLMXCA, 3aMeYaTIeHHbIX Ha (OTO.




TERHUYECKUE ACNEKTDI
SAWUTbI NEPCOHASBHBIA

AIRHHbIX 0BYYRIOULIUKCA
06PA30BATENbHbIX OPrAHU3AUUD

Mepenaya nepcoHaNbHbIX AAHHbIX 06YYaKOLMXCA
TpeTbUM NIULLAM

O6pa3oBaTtenbHas opraH13aumst Npu oCyLWEeCTBIEHUN OeSTENbHOCTU
B3aMMogencrteyetr € 6ONAblIMM  KOAMYECTBOM  CTOPOHHMX
OpraHu3aumMin. DTO  Mpexne BCero  OopraHbl  yNpaBiaeHUS
obpa3oBaHMeM, a Takxke opraHbl PocnotpebHaa3opa, Cou3alumThl,
MeOMUMHCKME opraHmsaumm u T1.40. Bcem uM nepuogmyecku
HeobxoamMMo nepenaBatb KakMe-TO  MepCOHasibHble  OaHHble
obyyatowmxcq. Tak Kak corfacMe Ha nepenady nepcoHanbHbIX
AaHHbIX  poauTenn  obyvarowmxcsa  AatloT  06pa3oBaTeNibHOM
OpraHuM3aumm, TO 3TUM CTOPOHHME OpraHM3auuu BbICTYMAKT B
KauecTBe TPeTbMX /ML, B OTHOLWIEHMSIX CYObeKTOB MNepCOHAaNbHbIX
OaHHbIX C obpa3oBaTenbHoM opraHusaumen. ObpasoBaTenbHas
OpraHM3aumsi OO0MKHA BKAKYUTb OpraHuMsaumu, B  KOTOpble
perynspHo nepenatTcsl NepcoHasbHble AaHHble, B TEKCT COMTacus Ha
06paboTKy nepCcoHanbHbIX OAHHbIX, KOTOpPOE OAETCS poaUTeNsiMu
yyalerocsi Npu 3a4mcieHmMm B obpa3oBaTenbHy0 OpraHu3auuio. B
cnyyae, eCnm nepcoHanbHble AaHHble HA4Oo nepenatb OpraHM3aumu,
He BK/IOYEHHOM B 3TOT MNepeyeHb, cnedyeT MoayvyuMTb COrnacue
CybbekTa NepCoOHanbHbIX AAHHbIX HA KOHKPETHY nepenavy AaHHbIX.

I'IpM UCMOJIb3OBAHUU 3NTEKTPOHHbIX KOMMyHVIKaLI,VIIZ Ona nepenaydun
NneEPCOHAJIbHbIX OdHHbIX, HeobxoanMo MOJ1Ib30BATbCA
cneunanms3npoBaHHbIMU l/IHCI)OpMaLI,VIOHHbIMM cncreMaMu, TakKuMM



KaK nopTan rocycnyr, 3NeKTPOHHbIM >XYpHan/gHEeBHWUK, CUCTEMA
BEAOMCTBEHHOIO 3/IEKTPOHHOIO AOKYMEHTO0060poTa M NoA0OHbIMM.
B yacTHOCTH, B KaxX40M 06pa3oBaTesibHOM OpPraHM3aumm CyLLecTeyeT
cneumanbHblM KOMMNbKOTEP C AOCTYNOM K 3alLMLLEHHOMY KaHany
CBS13U C permoHanbHbIM LeHTpoM 06paboTtkm nHpopmaumm (PLLON)
N0 KOTOPOMY MepefalTcs MNepCoHasibHble AaHHble YYACTHWKOB
rocyaapCTBEHHOW UTOrOBOM aTTeCTaLUUM.

Cnepnyet usberatb OTNPaBKM NEPCOHANbHbIX AAHHbIX B OTKPbITOM (Ha
3aWMGPOBAHHOM) BMAE MO 3JIEKTPOHHOW MOYTe, OaXe BHYTPU
KOpNOpaTMBHOM MOYTOBOM CETU.

CneumanbHble NepCcoHanbHble AaHHble (MeguUMHCKas MHpopMaLms)
AOSIKHbI 00pabaTbiBaTbCs M MNepeaaBaTbCs MO0 Ha BGYMaXKHbIX
HocuTensix, IMbo BHYTpU CNeumann3MpoBaHHbIX MHHOPMALMOHHbIX
CUCTEM,  MMEKLWMX  COOTBETCTBYKOWMIA  YPOBEHb  3aWMTHI
M Npoleawmx cepTudunkaumio (CMctemMa 3NEKTPOHHbIX MeaKapT).

[1py “cnonb3oBaHUM 06NAYHOrO XpaHEHUS OAHHbLIX U JOKYMEHTOB
obwero pocryna (MynbTUMNONL30BATENLCKMX) AAS  06paboTKu
MepCoHaNbHbIX OAHHbIX, HAA0 OblTb YBEPEHHbIM, YTO HE MPOUCXOAMUT
TPAHCTPAHUYHOW  NepefauM  AaHHbIX.  [lpy MCNOAb30BaHMM
rnobanbHbIX UHPOPMALMOHHBIX CEPBUCOB (HanpuMmep, LOKYMEHTOB
Google) Takasg TpaHCrpaHWYHag nepenaya BO3MOXHA, YTO CO34aeT
PUCK HapyweHus obpa3oBaTesibHOW OpraHu3auMen POCCUMCKOro
3aKOHOAATeNbCTBA O 3aLLMTE NEepPCOHANbHbIX AAHHbIX.

[lpn nepepaye OaHHbLIX OTBETCTBEHHOCTb HECET TOT, KTO AaHHble
nepepaet, No3ToMy abCoNOTHO HeOoNnyCTMMO nepeaasaTb Jtobble
NepCcoHasibHble AaHHbIE B CUTYALLMK, KOTAA HET NOSIHOM YBEPEHHOCTU
B TOM, YTO OHM MOMAZYT K Hagaexawemy nonyyatento. (Hanpumep,
HeLonyCTMMO OTMPaBAATL NEPCOHANbHbIE AAHHbIE HA 3NIEKTPOHHbIN
agpec Ha obLlenocTynHOM noyToBoM cepsuce (mail.ru, yandex.ru
M T.N), eciM HeT abCoNTHOM YBEPEHHOCTM, 4TO agpec
AAMUHUCTPUPYETCH HAANEXALUM nonyyaTenem).




ObecneyeHue KOHTPONSA [OCTYNA K CUCTEMaM
06paboTKN NepcoHaNbHbIX AaHHbIX

Hanbonee mMaccoBoi cncteMomn ob6paboTKM nepCcoHanbHbIX AAHHbIX
B 00Opa3oBaTeNbHOM  OpraHM3auMm  SBASIETCS  3NEKTPOHHbIN
XXYPHan/oHEBHMUK. [leparornyeckue paboTHMKM 00513aHbI
npeaoTBpaLlaTb PUCKM HECAHKLMOHUMPOBAHHOIO AOCTYNA K AAHHbIM
3N1eKTPOHHOIO XYypHana, cobnaas cnegywlme npasmna:

e lcnonb30BaTh 419 BXOAA B 3NEKTPOHHbIM XYpHan
CUNbHbIX Naponb(He MeHee 8 CMMBOJIOB, BK/HOYAS LMDPbI
M KNABUATYPHbIE 3HAKKU) KOTOPbIN NEpUoaUYeCcKn MEHSTD.

e He ncnonb3oBaTb B KayecTBe Napons nerko nogbuvpaemble
KOMOMHATOPHO MAN C MOMOLLBI COLIMANBHOW UHXKEHEPUY
CMMBONbI (Moapaa naywme 6ykebl andasuTa, uMdpbl 4aTbl
POXOEHUS U T.N.).

e He XpaHUTb Naponb AN aBTO3anoJHEHUS
Ha 06Len0CTYNHOM KOMMbloTepe (Ha KOMNbloTepe
B yunTenbCKoMn). [loNb30BaTbCd aBTO3aMNO/MHEHNEM

Nnaposieit MOXHO TOIbKO Ha IMYHOM HOYTOYKe npw
YC/IOBUMM HEMPEPLIBHOIO KOHTPOAS Hag, YCTPOMCTBOM
CO CTOPOHbI BNagenbLa.

e Ha WKONbHbIX CTALMOHAPHbIX KOMMbOTEPAX YCTAHOBUTb
CUCTEMY MHAMBMAOYANbHbIX Npodunen ons Kaxkaoro
nonb3oBartens ¢ 06s3arenbHbIM 6NOKMPOBAHMEM BX0OAA
(He0H6X0AMMOCTBLIO MOBTOPHOMO BBOAA MApons) Yepes
HENpOAOMKUTENIbHOE BPEMS OTCYTCTBMUS aKTUBHOCTM.




e B cnyyae ncnonb3oBaHua gnsg pabotbl
C MHPOPMALMOHHOMN CMCTEMOM 0OLLLEAOCTYMHbIX
KOMMbKOTEPOB, BK/IKOYATb PEXUM «UHKOTHUTO,
npeanonararwmnim YHMYTOXEeHUe Bcex @amnos cookie,
OYMCTKY K3LIA U BbIXOL M3 BCEX aKKAYHTOB MPU 3aKPbITUK
bpay3epa.

e Bxoantb B I/IH(bOpMaLI,I/IOHHbIe CUCTEMDI, COdep>Kallne
NePCOHAJIbHblE AdHHbIE, TOZIbKO HAa KOMMbIOTEPAX
C YCTAHOBNEHHbIMU aKTYya/iIbHbIMU dHTUBUPYCHbIMU
CUcreMaMu.

e B uenax 3awmrsbl MNEPCOHAJIbHbIX AAdHHbIX
OT KOMMNpoMETaUunn He AoNyCKaTb 3aMOJIHEHUNE
3JIEKTPOHHOTIO XYpHaJ/la HeaBTOPU30BAHHbLIMU JIULLAMMU,
npexane BCero O6yLIaIOLLI,l/1MI/ICFI.

CobniopgeHne 3TMX npaBwua, perynspHoe o06OHOBAEeHME naposen
M AHTUBMPYCHbIX MPOrpamMM, OYMCTKA K3Wa M MUcTopumn bBpaysepa
MO3BONUT obecneunTb Hagnexawmm B6apbep
HEeCAaHKUMOHUPOBAHHOMY [OCTYNy K TMepCOHaNbHbIM  [O3aHHbLIM
M KOHOUOEHUMANBHON MHDOPMaLUK.




